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Report Submitted by: Dr. M. Rajeswari Assoc., Professor, Dept. of CSE (Al and ML), Mr. Subhas Das Assistant
Professor, Department of CSE (Al and ML).
Resource Persons
1. Dr. E. Golden Julie, Assistant Professor(Sr.Grade),Department of CSE, Regional campus, Annauniversity,
Tirunelveli.
Dr. Kaushlendra Sharma, Assistant Professor, IIIT Nagpur.
Dr. Balaji Rajendran, Associate Director at CDAC, Bengaluru
Dr. M. Roshni Thanka, Dr. M. Roshni Thanka, Associate Professor, Department of Data Science and Cyber
Security, Karunya University, Coimbatore
5. Dr. Subhas Barman, HoD, CSE, JGEC, West Bengal
6. Dr. K K Soundra Pandian, Scientist / Additional Director, Ministry of Electronics & Information, Technology
(MeitY), New Delhi.
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No. of Participants: 106

Mode of Conduct: Online
Time: 06.00 PM to 07.30 PM
Report Received on 07.04.2026.

Department of Computer Science and Engineering (Al and ML) has organized a Six -Day Online FDP on “Next Generation
Cyber Defense with Deep Learning” program from 16.04.2026 to 21.04.2026

Welcome Address:

Dr. M. Rajeswari Assoc., Professor, Department of CSE (Al and ML), Madanapalle Institute of Technology & Science
(MITS) gave a pleasant and captivating welcoming speech to everyone at 06:00 PM. The program’s primary goal is to equip
educators and researchers with the knowledge and skills needed to integrate advanced Al techniques especially deep learning
into modern cyber security practices.

Keynote Address

Dr. S. Padma, Associate Professor & Head, Department of CSE (AI and ML), Madanapalle Institute of Technology &
Science (MITS), greeted the resource person and welcomed the participants to enrich themselves. She expressed gratitude to
the MITS administration and Principal for their continuous and constant support in setting up FDPs, guest lectures, and
workshops. She encouraged the participants to acquire skills that are highly sought after in the fields of Cyber Defense with
Deep Learning

Presidential Address

Dr. P. Ramanathan, Principal, MITS highlighted the role of Next Generation Cyber Defense with Deep Learning. He
stated that this FDP platform will assist faculty in improving their skills in Cyber Defense and Deep Learning, and that these
subjects must be taught to students. His speech has included how to improve safety, and quality of life by enabling Next
Generation Cyber Defense with Deep Learning.
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FDP session Details
Day -1
Theme: Intelligent Foundations of Cyber Security and Deep Learning
Speaker: Dr. E. Golden Julie, Assistant Professor(Sr.Grade),Department of CSE, Regional campus, Anna University,
Tirunelveli
Implied focus areas:
e Understanding modern threats such as malware, phishing, ransomware, APTs, and zero-day attacks.

e Concepts of firewalls, intrusion detection/prevention systems (IDS/IPS), encryption authentication
e Network Security and Traffic Analysis
e Cybersecurity Policies and Governance

Day -2

Theme: AIML in Cloud Robotics

Speaker: Dr. Kaushlendra Sharma, Assistant Professor, IIIT Nagpur
Implied focus areas:

e AI/ML Integration in Cloud Robotics.

e Cyber security Threats in Cloud Robotics

e Deep Learning Techniques for Threat Detection
e Secure Data Management in Cloud Environments

e Real-time Monitoring and Defense Mechanisms

e Future Trends in Cyber-Resilient Robotics

Day -3
Theme: Enhancing Cyber Security with Multi-Factor Authentication in Multi-Server Environments
Speaker: Dr. Subhas Barman, HoD, CSE, JGEC, West Bengal,

Implied focus areas:

e Fundamentals of Multi-Factor Authentication (MFA)

e Challenges in Multi-Server Environments

e Integration of MFA with Distributed Systems

e Role of Deep Learning in Authentication Security

e Threat Mitigation and Attack Prevention

o Future Directions in Intelligent Authentication Systems
Day — 4
Theme: Generative Al Driven Next Generation Cyber Defense Using Deep Learning for Intelligent Threat Detection and
Response

Speaker: Dr. M. Roshni Thanka, Associate Professor, Department of Data Science and Cyber Security, Karunya
University, Coimbatore



Engineering Cyber Resilience:
Cybersecurity in the Age of Al
and Quantum
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Implied focus areas:

¢ Foundations of Generative Al in Cyber security.

e Deep Learning for Intelligent Threat Detection

e Al-Driven Threat Intelligence and Prediction\

e Automated Incident Response Systems

e Adversarial Al and Security Challenges

e Future of Cyber Defense with Generative Al
Day -5
Theme: Engineering Cyber Resilience: Cybersecurity in the Age of Al and Quantum
Speak er: Dr. Balaji Rajendran, Associate Director at CDAC, Bengaluru,

Implied focus areas:

e Understanding resilience beyond security

e Role of AI/ML in both strengthening defenses and enabling more sophisticated cyber attacks.

¢ Quantum Computing and Cyber security Risks

¢ Development of quantum-resistant encryption techniques to secure future communication systems.
e Al-Driven Resilience Strategies.

e Designing Robust and Adaptive Security Architectures

Day-6

Theme: Future Proofing Through Quantum Cyber Resilience in Emerging Technology

Speaker: Dr. K K Soundra Pandian, Scientist / Additional Director, Ministry of Electronics & Information, Technology
(MeitY), New Delhi.
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Implied focus areas:

e Importance of designing systems that remain secure against evolving threats.

e Quantum Computing and Emerging Threat Landscape.

o Strategies to ensure systems can resist, recover, and adapt to quantum-enabled cyber attacks.
e Post-Quantum Cryptography in Emerging Technologies.

e Integration of Al and Deep Learning for Resilience.

e Security Strategies for Emerging Technologies.

Vote of thanks

With a vote of gratitude, Mr. Subhas Das, Assistant Professor, Department of CSE (Al and ML), formally ended the session
with question hours. He sincerely thanked the MITS management, Principal, all the participants and Resource persons who
have shared their knowledge and experience.

Outcomes:

At the end of FDP, the participants can able to
. Strong Conceptual Foundation.

. Application of Deep Learning in Cyber security.
. Research and Innovation Skills.

. Hands-on Technical Expertise.

. Curriculum Enhancement Capability.

. Problem-Solving and Analytical Ability.

. Collaboration and Knowledge Sharing.
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UN-SDG Mapping:

SDG 4 — Quality Education

SDG 8 — Decent Work and Economic Growth
SDG 9 — Industry, Innovation and Infrastructure
SDG 16 — Peace, Justice, and Strong Institutions
SDG 17— Partnerships for the Goals



